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About me

Juan Angel Lorenzo del Castillo

B.Sc. in Telecom Engineering majoring Electronics from the University of Valladolid (Spain).
M.Sc. in Telecom Engineering from the University of Valladolid (Spain).

M.Sc. in Distributed Systems. Inter-university Doctorate Program, USC-UDC (Spain).

Ph.D. from the University of Santiago de Compostela (Spain).

Visiting researcher at the EPCC (The University of Edinburgh).
Visiting researcher at the Charles University in Prague (Czech republic).
Collaborations with HP Labs USA.

Assistant lecturer at the University of Santiago de Compostela.
Lecturer and lab instructor in several computing courses.
Collaborations in open source communities in Spain.
Associate professor at EISTI. Co-head of the IMSI option.

Software engineer at the Centre for Telecommunication Development in Spain.
Research engineer at the Cloud and Security Lab (Hewlett Packard Labs, Bristol).
Postdoctoral researcher at INRIA Bordeaux.

Associate researcher at ESTIA Bidart.

Researcher at EISTI.

Research interests:

Cloud computing infrastructures.

Virtualisation.

Operating systems scheduling.

Performance monitoring of large-scale architectures.
Data profiling in real and virtualised environments.
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= Who are you?

What is your background?
> What do you know about Distributed Systems?
> What do you know about Programming?
> Do you have any computing interests outside the school?

What is Cloud Computing for you?

What do you expect from this course?
> Btw, make sure you have an @eisti.eu email account.
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Course outline

1. Introduction to Cloud Computing and virtualisation

> Definitions

> Types of Cloud infrastructures
> Hypervisors

> Cloud Platforms examples

2. Virtualisation with KVM
> Automated cluster installation
3. Performance monitoring

> Perf events
> Zabbix

Introduction to Docker
Microservices with Docker

Container orchestration with Kubernetes

No ok

The Google Cloud Platform
[> Kubernetes on the GCP
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Pedagogy and Assessment

Pedagogy:
= This course will be taught in English.

B The course slides and additional material will be either in French or
English.

m Constructivist approach: | explain, | propose. You try by yourselves,
you learn by experimenting.

Assessment:
= One single exam.

= Some exercises may be graded.
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What is the Cloud?
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What is the Cloud?

You already a
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What iS the ClOUd? Origins of the Cloud Computing

Need for Utility Computing
Underutilised resources
Evolution of the virtualisation technology
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What iS the ClOUd? Traditional approach
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What is the Cloud? Virtualised approach
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What iS the ClOUd? Virtualised approach

Virtualised
Services

Physical
Infrastructure

Cloud Manager
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What iS the C|0Ud? Cloud definition

Definition by NIST!

Cloud computing is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services)
that can be rapidly provisioned and released with minimal management
effort or service provider interaction. This cloud model is composed of
five essential characteristics, three service models, and four deployment
models.

1 https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
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What is the Clou Cloud definition

Definition by NIST (cont.)

Essential characteristics:
¥ On-demand self-service: consumer asks for resources
(storage/processing/memory/network bandwidth) without human intervention
¥ Broad network access: resource available over internet

B Resource pooling: resources location not specified or specified at a higher level
(country, region, ...)

= Rapid elasticity: Capabilities can be elastically provisioned and released

¥ Measured services: Control and optimization of the resource usage by
leveraging a metering capability
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What iS the C|0Ud? Cloud definition

Definition by Wikipedia®?

Cloud computing is the on-demand availability of computer system
resources, especially data storage and computing power, without direct
active management by the user. The term is generally used to describe
data centers available to many users over the Internet. Large clouds,
predominant today, often have functions distributed over multiple
locations from central servers. If the connection to the user is relatively
close, it may be designated an edge server.

2 https://en.wikipedia.org/wiki/Cloud_computing
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What iS the C|0Ud? Cloud definition

Virtualisation
Scalability and Elasticity
Resources optimisation

Pay-per-use
SLAs (Service Level Agreement)
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Virtualisation

Hardware Infrastructure
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Virtualisation

Hardware Infrastructure

Guest OS
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ualisation

Hardware Infrastructure

Guest OS

Virtual Environment
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Virtualisation

Hardware Infrastructure

Guest OS

Virtual Environment

Virtualization refers to the act of creating a virtual (rather than actual)
version of something, including virtual computer hardware platforms,
storage devices, and computer network resources (Wikipedia).
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Hypervisors
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Virtualisation types

Binary Translation
Paravirtualisation
Hardware Virtualisation
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Virtualisation types The Privilege (or Protection) Rings

Least privileged

: : Most privileged
Device drivers

Device drivers
Applications

Privilege rings for the x86 available in protected mode (source: Wikipedia).
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Virtualisation typeS Ring Deprivileging in the hypervisor

The inability of the x86 architectures to virtualise

x86
IBM System/370 (1972) (before AMD-V and Intel VT-x extensions in 2005)
Direct execution Direct execution
Ring 3 User apps of User Requests User apps of User Requests

Ring 0 Hypervisor (VMM on Hypervisor (VMM on
Host 0S) Host 0S)

x86 HW

Ring deprivileging: the guest OSes are no longer running in ring 0, but with less rights in ring 1.
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Virtualisation typeS Ring Deprivileging in the hypervisor

The inability of the x86 architectures to virtualise

x86
IBM System/370 (1972) (before AMD-V and Intel VT-x extensions in 2005)
Direct execution Direct execution
Ring 3 User apps of User Requests User apps of User Requests

Ring 1 Guest 0S Privileged Guest 0S
ng onVM instruction on VM

Ring 0 Hypervisor (VMM on Hypervisor (VMM on
Host 0S) Host 0S)

x86 HW

Ring deprivileging: the guest OSes are no longer running in ring 0, but with less rights in ring 1.
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Virtualisation typeS Ring Deprivileging in the hypervisor

The inability of the x86 architectures to virtualise

IBM System/370 (1972)

Direct execution
of User Requests

Privileged

instruction
Ring 0 Hypervisor (VMM on b

Host 0S)

Emulated
privileged
instruction

x86

(before AMD-V and Intel VT-x extensions in 2005)

Direct execution

User apps of User Requests

Host 0S)

%86 HW

Ring deprivileging: the guest OSes are no longer running in ring 0, but with less rights in ring 1.
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Virtualisation typeS Ring Deprivileging in the hypervisor

The inability of the x86 architectures to virtualise

x86
IBM System/370 (1972) (before AMD-V and Intel VT-x extensions in 2005)
Direct execution Direct execution
Ring 3 User apps of User Requests User apps of User Requests

Privileged Guest 0S Privileged

Host 0S) Host 0S)

x86 HW
Emulated

privileged
instruction

Ring deprivileging: the guest OSes are no longer running in ring 0, but with less rights in ring 1.
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Virtualisation typeS Ring Deprivileging in the hypervisor

The inability of the x86 architectures to virtualise

x86
IBM System/370 (1972) (before AMD-V and Intel VT-x extensions in 2005)

Direct execution

Direct execution
of User Requests User apps

of User Requests

Privileged Guest 0S Privileged

instruction instruction
Ring 0 Hypervisor (VMM on b b ]

Host 0S)

Host 0S)

x86 HW
Emulated

privileged
instruction

Ring deprivileging: the guest OSes are no longer running in ring 0, but with less rights in ring 1.
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Virtualisation types ginary Transiation

Replacement of “critical” or “dangerous” code to safe code in runtime.

x86 (1999)
Controlling Control Flow
Guest Code Translation Cache
tmst_eax, 1 ast eax, 1
deq — deq —
ER = o call END_BB
mov__ecx, [ebx] | vere T
mov  [ecx], eax call END_BB
et vEPC
add
i -
eax == 0
vm .
(Source: VmWare) @ ware
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¥ Translation of the binary code that the
kernel of a guest OS wants to execute on
the fly

® User mode applications are assumed to be
safe so they are executed directly as if
they were running natively.
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Virtualisation types Paravirtualisation

Replacement of “critical” or “dangerous” code to safe code in the source

code.

VMO V1 ViZ VM3
Device Unmadified Unmodified |} Unmodified
Manager & User User User
Control sfw Software Software Software
GuestOS GuestOS
XenLinux) (XenLinux)

Native

Devios Front-End

Xen Virtual Machine Monitor

Hardware (SMP, MMU, physical memory, Ethemet, SCSIIDE)

(Source: Xen)

xen
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VI rtua l isation types Hardware Virtualisation

Guest OSes run at

Memory and I/O
Virtualization

Processors
with
VT-x (or VT-i)

(Source:: Vm Ware)

AKVM

Fixes the problem that the x86 instructions
architecture cannot be virtualised.

Traps all exceptions and privileged instructions by
forcing a transition from the guest OS to the VMM
(Virtual Machine Manager): "VMexit".

Can be considered an improved version of the IBM
S/370 virtualization methods.

Advantage: the guest OS runs at its intended
privilege level (ring 0) and the VMM is running at a
new ring with an even higher privilege level (Ring -1,
or Root mode").

Efficient: as long as system calls do not involve
critical instructions, the guest OS can provide kernel
services to the user applications.
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Virtualisation typeS Hypervisor classification

Type | (Bare Metal) Typell

IBM AKVM
Xen
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Cloud Actors - Service models

Service
Providers

Service
Users

W

Service Service Service Service

Virtualisation
Layer
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Virtualisation Virtualisation Virtualisation
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Infrastructure Provider
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Cloud Actors - Service models

Service
Providers

Service
Users
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Cloud Actors - Service models

Service
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Cloud Actors - Service models
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Deployment models

Private Cloud Public Cloud

openstatk 7/? E;S@E:HS
cloudstack
QpenNebula
L -
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Deployment models

Private Cloud Public Cloud

Hybrid Cloud
A~ Y

I
=, Eucalyptus
openstack: 7/ Systczns

Cloudstack |
@QpenNebula ,
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Cloud Computing...

... for ClOs (Chief Information Officers) | know the public cloud is good for
business. But how can | take advantage of the vast array of
cloud resources while retaining control and governance? How
can | make public and hybrid cloud sourcing part of my IT
strategy? And how can | possibly manage it all?

... for the Operations Team New roles. Operation teams will be freed up from
the day-to-day logistics of managing the infrastructure and will
instead get to focus on high-level problems such as automation,
security, and analytics

... for Developers Would the decision to move an existing business application
from dedicated in-house servers to a public cloud provider result
in significant reworking of the program’s code? New paradigm:
Software Testing In The Cloud (STITC)

... for Users Flexibility to have resources on demand
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laaS Challenges

® How can | provision a new VM?
Context & Images Management

= Where do | store disks?
Storage

= How can | configure the network to provide multi-layer services?
Networking & VLANs

u Where should | deploy a VM containing my web server?
Monitoring & Scheduling

= How do | manage my hypervisors?
Virtualisation

® Who has access to the Cloud resources?
Users & Role Management

= How can | manage my distributed infrastructure?
Interfaces & APIs
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OpenNebula

Uniform management layer in charge of orchestrating
different technologies.

Reference Users @
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OpenNebula

® Adaptability: Capacity of integration adapted to all kinds of datacenter
u Entreprise-ready : Commercial Support and continuous updates

= No Lock-in : Platform independent and wide infrastructure

= Light : Efficient and simple

® Tested : Rigorously tested, mature, wide adoption

= Powerful : Advanced characteristics

® Scalable : Multi-layer architecture

= Interoperable : Rich APIs and interfaces

® Open Source : Apache v2 licence
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OpenNebula.org Large-scale production Sia
“Develop & innovate deployment: 16,000 VMs wwsmm Conf
*Support the community
«Collaborate

TP vio vi2via v2.0 v2.2 v3.0 v3.2 v3.4 v3.6 v3.8 v4.0 V4.2
O--0O O O O O O O

2005
2008 2009 2010 2011 2012 2013 2014

1 5,000

R downloads/month

Research
Project

|
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Architecture

Cloud
gL Gul Servers
OCA (Ruby, Java) SCnecuier
XML-RPC API
OpenNebula core
Monitoring Storage Network DB

Virtualization Images Auth .
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Architecture (Il)

OpenNebula core

Monitoring Storage Network
« SSH-pull « DFS like Lustre, + 8021Q VLANS
« UDP-push GlusterFS, ZFS, « ebtable
GPFS, MooseFS... + Open vSwitch
« LVM * VMware network
¢+ VMware (VMFS)
Database
Virtualization Hybrid Auth + sqlite
- Xen + Amazon EC2 « password, + mysal
« KVM * ssh
* VMware + X509
+ Ldap

Active Directory

@TECH X0
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Basic Deployment

Frontend
( ONED )
__________ (22X
= - v ) (N
( Hypervisor ( Hypervisor )

Worker Node 1 Worker Node 2

|
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